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The UK supervisory authorities – Financial Conduct Authority, Prudential Regulation Authority and Bank of England –
began work around setting expectations for operational resilience in 2018. Following extensive consultation and also
reflection upon the implications of the COVID-19 pandemic, they published on the 29th of March 2021 the final policy
and supervisory statements.
Whilst the final policies followed the intent signalled in the initial discussion papers, expectations are now clear around how
firms – inclusive of financial market infrastructure providers – are to demonstrate operational resilience.
Regulatory mandates have historically been necessary for change across the capital markets sector. The Covid-19 pandemic
has highlighted vulnerabilities which require investment in digitalisation and automation of legacy systems and processes to
fill previously identified STP gaps.
So, the industry could leverage this opportunity to deliver resilience through cross-functional automation and manual process
elimination, delivering both compliance and efficiency within their post-trade domain. Or will organisations adopt a piece-meal
approach to compliance, delivering localised functionality to address vulnerabilities but miss the opportunity to truly transform
end-to-end processing?
The Realization Group engaged with industry experts to explore how senior leadership should be thinking in order to
maximise the opportunity that the 2023 compliance date creates.

Regulatory expectations
The PRA said in Statement of Policy for Operational Resiliency that in order for firms to be operationally resilient they should be able
to prevent disruption occurring to the extent practicable; adapt systems and processes to continue to provide services and functions
in the event of an incident; return to normal running promptly when a disruption is over; and learn and evolve from both incidents
and near misses.
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Firms are expected to identify and set impact tolerances on important business services and they must take action to
ensure they are able to deliver them within these tolerances. Testing against severe but plausible operational disruption
scenarios enables firms to identify vulnerabilities and take mitigating action.
To achieve the strategy, firms must map resources; test their ability to remain within impact tolerances; implement business
continuity planning requirements; implement operational risk management requirements; and implement outsourcing
requirements.
The regulator stressed that governance is an inherent part of each of the above elements, and boards and senior management
are required to drive improvement where deficiencies are found.
Jenny Knott, Non Executive Director, said the Policy Statement is a fantastic opportunity for regulators to create a ‘must do’
for the financial industry. She said: “The policy statement can act as a catalyst for banks to reflect on the events of the last
year as they have so far been absorbed in firefighting.”
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James Maxfield, Managing Director at capital markets consultancy Ascendant Strategy, said UK supervisors have not been
specific around actions that should be taken but have set out fairly clear expectations. In particular, they have focussed on
vulnerabilities in the supply chain and management of third parties.
“The regulatory expectation from UK supervisors has always been to make the bank ultimately accountable for risk,” he added.
“However, they had not previously been explicit around being able to understand vulnerabilities through the entire supply chain.”
Maxfield highlighted the regulators’ sharp and pointed language around expectations that the board, who are ultimately accountable
for resilience, will take the relevant steps.
“We don’t think the regulators will countenance a discussion around profitability versus investment spend,” he added. “I don’t really
view that as something that they will give latitude on anymore.”
Alastair Rutherford, Managing Director at Ascendant Strategy, said the regulators are ensuring that policies around resilience are
owned at a senior level by named accountable individuals.
“Firms are being nudged down a route that is more likely to yield a better transformational outcome,” he added. “If senior
executives are on the hook for delivery, then theoretically the investment required to do that will be easier to approve internally.”
Regulators have given a clear 12-month timeline to define and understand their vulnerabilities and then a slightly softer deadline
until 2025 to put remedies in place which could cover a spectrum of outcomes including automation, more control over
outsourcing or insourcing.

Impact of Covid-19
The impact of the Covid-19 pandemic since the beginning of 2020, the heightened volatility in markets, the surge in volumes
and the requirements for staff to work from home have brought operational resiliency into focus. Firms had to rapidly change
their operating models in order to keep serving clients and rapidly rethink their business contingency plans, which had typically
relied on staff operating from remote backup sites.
For example, the European Securities and Markets Association’s Risks and Vulnerabilities (TVR) report said the level of settlement
failures surged during the second half of March 2020, reaching levels unseen since the beginning of the reporting in 2014.
Fails climbed to around 14% for equities and close to 6% for government and corporate bonds which ESMA said was related
to operational and structural issues.
High market volatility triggered increased collateral movements, settlement instruction volumes and overall turnover. In addition,
remote work and third-party outsourcing to countries in lockdown led to longer settlement chains. ESMA added: “Most settlement
fails were related to operational challenges for market participants in delivering securities rather than a lack of cash.”
In the US, trade body SIFMA forced more than 270 Wall Street trading staff to work weekends in March and April 2020 in order to
clear the increased numbers of failed trades according to the Financial Times.
Leigh Cleasby, Joint Global Head of Shared Services Operations, Executive Director at Nomura International, said the bank had
prepared at the start of the pandemic in terms of giving staff access to laptops and having some employees working at the BCP
site. He said: “To be honest, it was still a bit of a shock to the system and a learning curve, but we got running very quickly.”
For Nomura, one of the biggest challenges was that the bank only had four hours notice when India, where some of its
processing takes place, went into lockdown. In addition, local restrictions and infrastructure meant it was harder to get
equipment to personnel to allow them to work from home.
Cleasby added: “We did all the right things pretty quickly around putting the right governance and checkpoints in place.”
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He continued that after a tough beginning, the environment began to normalise.
“We have key performance indicators and daily dashboards for each team, and a traffic light system so we can quickly make an
assessment around triggering BCP for certain processes,” said Cleasby. “The first thing I do every morning is look at the dashboards
and see where we are.”

Lessons learnt
However, as lockdowns have begun to ease in some geographies, there is an opportunity for banks to review the changes that
have been forced on them and consider if their strategy should be remodelled to increase their operational resiliency in the new,
and more uncertain, world which is emerging.
Birendra Agarwal, CIO for the Banking division at Close Brothers and Managing Partner at Envision Consultants, said working
practices will change so it will be crucial for firms to use new tools to bring colleagues through cultural change.
“Most firms are moving to a hybrid model of two or three days in the office so there is a different set of logistics to cater for and plan
for who comes in and when,” he said.
Richard Gendal Brown, CTO at enterprise blockchain firm R3, said in a blog that Covid-19 led to generational changes in a matter of
weeks and that he is hopeful that a new era of progress will emerge from this global disaster. He said: “The ‘impossible’ has become
routine in a matter of days. Working from home is now normal. Even the New York Stock Exchange has embraced the twentieth century
and moved, if only temporarily, to all-electronic trading.”
Cleasby continued that the pandemic increased collaboration between operations and technology as changes had to be made quickly.
“There needs to be an element of cross-collaboration otherwise the business becomes siloed, which increases risk,” he added. “You
need to look at all processes from the front to the back office.”
Nomura has set up a Digital and Data Transformation Committee driven by the Chief Executive Officer which can look across
the whole organisation. “Working collectively is a much better approach to achieving fundamental transformation, rather than
just marginal gains,” said Cleasby.

The need to reset strategy
Nomura has been investing in identifying the drivers of exceptions, which can require a disproportionate amount of resources
and staff to solve.
Cleasby argued that regulation can also help the industry work together to help solve common problems. He said: “There is some
interesting digital tooling coming out which is industry-led and we will start to get more standardisation.”
Jannah Patchay, director and founder of Markets Evolution, said the pandemic has highlighted that the true meaning of operational
resilience is not just a BCP plan and disaster recovery sites. Patchay said: “The last year has shown us that resilience is about flexibility,
how you operate your business, and how resilient you are to any kind of change.”
As markets and assets are becoming increasingly digitised, organisations that are receptive to change are likely to come out ahead.
She added: “There is a lot of opportunity in post-trade and some of those benefits may not necessarily be evident in the short-term.”
Patchay predicted a slow and incremental transformation, rather than a big bang, and that fintechs will have a role to play as a bridge
between legacy technologies and frontier technologies such as artificial intelligence and machine learning.
“Banks can use a fintech to focus on a specific part of the process that they want to streamline, automate or move to cloud,” she
added. “Using a fintech means the process is reasonably contained and gives them the benefits without undergoing a massive
transformation programme.”
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She argued that thinking about operational resilience in broader terms allows firms to be more strategic, and ultimately more
competitive. Some financial institutions have taken active steps to bring in people from different industries to introduce that mindset.
Patchay said: “If firms are resilient enough to cope with unforeseen external circumstances such as a global pandemic, then firms will
be more resilient when it comes to shocks such as a spike in volatility.”
Maxfield agreed that Covid-19 has been a wake-up call for many organisations who have under-invested in post-trade and were
surprised by the high level of manual risk they were running. He said. “In addition, having offshore locations that were
non-operational for a time created a lot of stress and angst in the system”
He continued that organisations have only just started executing on a digital transformation and the adoption of a digital culture.
For example, sanitising data is a challenge and a cost for organisations, which becomes a lot harder in a remote working environment.
Maxfield said: “Some organisations are starting to think how they can finally solve their data issues and that is not necessarily Big Data
style thinking but more narrow and focused.”
For example, getting clean and credible intra-day exceptions reports on fails allows decisions to be made without having to manually
send emails or copy and paste from spreadsheets.
The key points for companies to consider in their digital transformation are to look at processes from beginning to end, rather
than within their functional silos; being able to describe what the future state should look like and then bringing the right tools to
solve the problem.

Conclusion
Maxfield added that firms should avoid a technology-first approach which typically ends in failure because they are not clear
on the problem they are trying to solve. Good change management discipline, governance, and execution is critical. He said:
“It is methodical, controlled, disciplined and that typically makes a big difference between success and failure.”
Agarwal believes the regulators’ policy statement means firms will increase focus on operational resilience. He said: “Organisations
will need to determine what is core, what are the most important business processes and how to provide extra resilience for those.
There is no ‘one size fits’ all approach.”
However, Knott warned that the regulators need to ensure that the industry does not miss the opportunity to re-engineer their
workflows as many boards are unaware of end-to-end operational inefficiencies within their organizations, especially in the middle
and back offices.
She compared some of the changes the industry made during the pandemic as sticking plasters, rather than a true digital
transformation. She asked: “Are we actually going to clean and stitch up the wound so it doesn’t fester?”
There is no quick silver bullet for improving operational resiliency and many executives are sceptical that they are going to realise
the benefits of the required investment. However, organisations that commit to change will discover there are more benefits than
just complying with regulatory expectations.
“It’s not sexy, it’s not per se about a new market, new product or a new client adoption strategy,” Knott added. “However, operational
resiliency is critical to build robust foundations enabling firms to respond to clients’ needs and generate new revenues in new
markets, such as digital assets.”
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